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COURSE OUTLINE

Module  ©1 Introduction to Cybersecurity
Module 02 Linux Administration
Module 093 Ethical Hacking Basics & OSINT
Module 9% Vulnerability Assessment and Exploitation
Mddule O3 Web Application'Security
Module (96 | wireless andMoblje §ecur|ty
07 Sniffing, DD\S\S\, & Social Eﬁgineering e
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COURSE OUTLINE

Module (98 | Firewalls, IDS/IPS & Cryptography

Module 92 | Digital Forensics Fundamentals

Module 10 OS, Network, Web, Email, DarkWeb Forensics
- Security Informatio?szlagho/ll)Event Management
Module 12 Advanced SIEM and Threat Hunting




"MoNTHT Introduction to Cybersecurity

Module Ol

Introduction to
Cybersecurity

- Overview of cybersecu rity concepts and |mportance

- Introductlon tégl\_lnux operating system V
- Overwew ofK@fﬂ Linux as a cybersecurity ; iﬂ* 19
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- focused dlstrll@u‘tlon
- Installation of Kali Linux (virtual machine or dual-boot setup)

- Basic Linux commands and navigation



Module 02

Linux
Administration

- Networking Commands

- User and group management

- Files & Folders Permissions

- Services & Process Management

- Aliases & Password Recovery



Module 03

Ethical Hacking
Basics & OSINT

- Understanding ethical hacking

- Legal and ethical considerations

- Different hacking phases and methodologies
- Information Gathering and Reconnaissance

- OSINT (Open Source, Intelligence) techniques
- Reconnaissance tools (e.g., Nmap, Recon-ng)

- Footprinting.and scanning



Module 04

Vulnerability
Assessment and
Exploitation

- ldentifying vulnerabilitiessand weaknesses
- Scanning and enumeration (e.g.,,Nmap, Nessus, OpenVas)
—Vulnerablllty Assessment (e.g., CVE, CWE CVSS) %

- Exploiting vulnerab|||t|es safelyv. 27/ ,:_;:’;;/; / .
S = o A -/j; —i
- Gainingydccess and malntalnlng Contrel ( etaspioity

- Privilege escalation'and Iateral mqve
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Monthly Practical Task 01

At the end of Month 1, students will be
given a practical task to perform a basic
security assessment of a simulated
network using the skills they have
learned, including setting up a basic
Linux firewall, user management, and
vulnerability scanning.
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MONTH Advanced Cybersecurity Topics

Module 05

Web Application
Security

-
- OWASP Top Ten vulper:
- Web application penetrati

ing techniques

- Different scanning tools(ZAP, Burpsuite)
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Module 06

Wireless and
Mobile Security

- Wireless network vulnerabilities (e.g., WEP, WPA)
: =

- Mabile application se&urity testing

- Bluetooth and loT security
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Module 07

Sniffing, DDoS, &

Social Enﬁeermg oo

- Packet smfﬂng techniques-andgtoadls (e.g., V\“’/iresﬁérk)
- Social englneerln acks agetho'

- Prevention and m
- Understanding DDoS attacks (&

gation stgategies

pes and vectors)

- DDoS attack tools and technlques *'

- DDoS mltlgatlon strateg|es Elgle practlces




Module 08

Firewalls, IDS/IPS
& Cryptography

- Introduction to firewalls and firewall types

- Configuring and managing firewalls

- Intrusion Detection and Prevention Systems (IDS/IPS)
- Introduction to cryptography and encryption

- Cryptographic algorithms and protocols

- Securing communications and data encryption
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Mo!\thly Practical Task 02

At the end of Month 2, students will be

tasked with designing and implementing
a basic network security setup that
includes a firewall, IDS/IPS, and

encryption for secure communication.
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rd Digital Forensics, SIEM, and
. Cybercrime Investigations

Module 05

Digital Forensics
Fundamentals

-Introduction to dléﬁalforensms _ f g )

 File system analysis ( N

- OS Forensics
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Module 10

OS, Network, Web, Email,
DarkWeb Forensics

- Capturingrand andlyzit
- Wireshark and tcpdum
- Analyzing logs: . &,
- ldentifying networ
- Types of malware
- Static and dynamic malware 3 aIyS|s
- ldentifying malware | i —
- Reverse engineering techmques
- Email client forensics :

- Recoverlng deleted emails
- Identifying illegalactivities an




Module L

Security Information and Event
Management (SIEM)

- Understanding SIEM concepts

- Popular SIEM systems (e.g., Wazuh, Graylog) A

- Configuration of Wazuh Indexer, Wazuh Dashb@ard Graylob
- Log collection methods (syslog, Qgents APls) - ‘-00-’"\31_“"-."
- Parsing and normalizing logs s -#%
- Real-time log analysis
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Module 12

Advanced SIEM and
Threat Hunting

- Creating SIEM use cases for threat detection

- Custom correlatlon rules

Inmdent detebtuon and response workflows ’1 00

R IGED hun’alqg techniques using SIEM ;,1(" .
- Security ana Qﬁlcs and anomaly detection E

- Identifying advanced threats and persistent adversaries

)
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Mo!\thly Practical Task 03

At the end of Month 3, students will be
given a comprehensive digital forensics

and incident response scenario. They will
have to collect evidence, analyze logs,

and use SIEM tools to investigate and
report on a simulated cyber incident.
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